RESEARCH PATIENT DATA PROTECTION AGREEMENT
In order to protect the privacy of our research subjects and the confidentiality of their personally identifiable information, I will adhere to following procedures:
1. Use of data.  Only the researchers listed on the protocol (which has been approved by the IRB and the R&D Committee) may use the data obtained from the study, and they may use these data for the approved study alone.  (This applies to all data, whether it is stored on paper, electronic or other media.)
2. Disclosure of data.  Personally identifiable data may be disclosed to only those researchers identified in the protocol.   Research assistants and technicians may be authorized to access personally identifiable information by the Principal Investigator, but these research personnel must be trained in human subject protection and be current in the mandatory research training requirements (i.e., documented completion of “Overview of Good Clinical Practice and Human Subjects Protection”, “VHA Privacy Policy Training” and “VA Cyber Security Awareness” training during the current fiscal year). 
3. Transfer/Transmittal of data.  Researchers who have a need to release personally identifiable data to other parties will do so in accordance with VA Directive 6504 Restriction on Transmission, Transportation and Use of, and Access to, VA Data Outside VA Facilities.  Non-VA recipients of personally identifiable information will be required to sign an agreement holding them to the same level of security as VA researchers.
4. Storage of data.  Researchers are responsible for assuring that all personally identifiable data are stored in secure locations with the appropriate safeguards to prevent the release of information.  Paper documents must be protected by two levels of security (secured desk or file within a secure room).  Laptops and desktops must have approved encryption software installed.  Electronic storage devices (such as flash memory) will comply with VA requirements outlined in VA Dir 6504.
5. Return/Destruction of data.  Personally identifiable data residing on VA owned, or non-VA owned systems will be disposed of in accordance with VA Memo, Fixed Media Sanitization, dated April 20, 2004.  

6. Agreements with outside researchers.  All non-VA researchers with access to personally identifiable information from VA research subjects will be required to sign a standard research agreement that holds them to the same level of security as VA researchers.
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